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1. Introduction

FastID B.V. (Prinsessegracht 6, 2514 AN, the Hague, the Netherlands) (hereinafter referred
to as "FastID", "we" or "us") is a Dutch company that has developed and operates a digital
identity service for buyers and consumers called the FastID application, to provide fast and
secure access to services.

This privacy statement describes how FastID will collect, use, and share your personal data
as controller when you use our FastID application (also referred to as the “App”) (“Privacy
Statement”). More information about the processing activities carried out by FastID in its
capacity as a controller when you visit our website can be found here
www.fastid.com/privacy-statement.

It also describes your data protection rights, including the right to object to some of the
processing which FastID carries out. More information about your rights, and how to
exercise them, is set out in Section 6 of this statement.

This privacy statement only applies to the use of our App. A separate privacy statement
applies to the use of our website (www.fastid.com).

2. Personal data we collect about you
Personal data collected directly from you

We collect and process personal data about you when you provide information directly to us
by using our App. This may include your email address (upon registration) and the
information you add to your profile to use the App. With the exception of your email address,
the App is designed in such a way that any other personal data shared by you in the App is
stored in the secure area of your phone only.

Category Details

Account E-mail address

Information

ID Scan (a) Through the MRZ code of the identity document: Name,
nationality, date of birth, gender, expiration date, document
number.

(b) From the NFC-chip scan: photo, document type, issuing
country, prefixes, name, nationality, gender, date of birth,
expiration date and document number. In addition, a
biometric template of your photo will be scanned.

Facial Scan Facial image with camera.

Digital Identity Your digital identity in the App.

Device Information related to the device to access our App by users.
Information



https://www.fastid.com/privacy-statement
http://www.fastid.com

Additional personal data collected from you for specific third party services

Please note the above overview provides the information we collect from you, irrespective of
the third party service for which you may use our services to identify or verify yourself. We

do note that for specific third party services, additional information may be requested and/or
required. If this is the case, we will inform you there of if and when you wish to use FastID

for such a service.

Personal data collected indirectly from you

Sometimes we also receive information about you indirectly through third parties, such as
our partners making use of the App.

3. How do we use this information and what is the legal basis for this use?

We will only use this information for the purposes and legal bases and share your personal
data with the third parties (data recipients) as set out below:

Purpose

Categories of
Personal data

Legal Basis

Data Recipients

verification in the
App:

To read NFC chip

from identity card.

explicit consent

To create a FastID | Account We process your e Amazon Web
account Information personal data in Services for data
order to enter into a hosting and
contract with you. back-end
(servers based in
the EU).
Online identity ID Scan We ask for your e Amazon Web
verification in the explicit consent Services for data
App: hosting and
back-end
To read out MRZ (servers based in
code of the EU).
identification
document. e Trask ZenID for
liveness check,
document
verification and
fraud
verification.
Online identity ID Scan We ask for your e Amazon Web

Services for data
hosting and
back-end
(servers based in
the EU).




Trask ZenID for
liveness check,
document
verification and
fraud
verification.

Online identity
verification in the

App:

To create face

Facial Scan

We ask for your
explicit consent

Amazon Web
Services for data
hosting and
back-end
(servers based in

vector from photo the EU).

taken by you.
Amazon
Rekognition for
face recognition.
20Face for face
recognition.

Online identity ID Scan & Facial We ask for your Amazon Web

verification in the | Scan explicit consent Services for data

App: hosting and
back-end

To make biometric (servers based in

comparison of the EU)

photo taken by you )

with the photo

from your ID

document.

Online identity ID Scan & Facial We ask for your Amazon Web

verification in the | Scan explicit consent Services for data

App: hosting and
back-end

To create your (servers based in

digital identity and the EU)

decentralise '

storage on

peripherals.

Identity Digital Identity We ask for your Third parties

verification explicit consent using our App.

To use your FastID
digital identity for
services of third
parties (e.g. by
linking it to a




relation number of

that third party).

To sell or buy any | Account We have a legitimate Adpvisers and any

business or assets. | Information interest in sharing prospective
personal data with purchaser’s

Device information | prospective adviser and will
sellers/buyers and be passed to the
legal advisors if we new owners of
sell or buy any .
. the business.

business or assets.

To establish, Account We have a legitimate Courts, law

exercise or defend | Information interest in enforcement

legal claims or to processing personal authorities,

comply with Device information | data to establish, regulators,

orders or requests exercise or defend a government

of relevant courts legal or equitable officials and

or regulators. claim. legal advisors
We might also have (dep end%n.g on
a legal obligation the specific
under applicable case).
Dutch laws.

There are instances where we have a legitimate interest to process your personal data. Our
legitimate interest will vary depending on what we are processing your data for, and we
explain above what the interest is and how it relates to the processing operations that we are
carrying out. Where we process personal data on the basis of a legitimate interest, we will
carry out a balancing test to document our interests, to consider what the impact of the
processing will be on you and to determine whether your interests or fundamental rights and
freedoms outweigh our interests in the processing taking place. You can obtain information
about this balancing test by contacting us via the contact details set out in Section of this
statement.

Processing by third parties. We note that if you use the App to obtain services from one
of our partners or other third parties, your personal data may be shared with these parties or
otherwise processed.

Aside from the third parties mentioned above, we will only share your personal data with
other third parties after you have given us explicit consent to do so and only in relation to
specific third-party services you purchase from these third parties for which you may use
your Digital Identity. You will be informed separately by these third parties about the specific
processing of your personal data in this context.

4. Where we transfer your personal data

Your personal data is not disclosed to other third parties located outside of the European
Union (“EU”) and/or the European Economic Area (“EEA”).

5. Security measures

We have taken appropriate security measures to protect your personal data against
unauthorized access, unauthorized alteration, disclosure or destruction of data. These



include reviews of our data collection, storage and processing practices and security
measures, as well as physical security measures to guard against unauthorized access to
systems where your personal data is stored. In the agreements with the third parties we work
with, we have agreed to the same measures to ensure that their level of security is sufficient
to protect your personal data.

6. Your choices and rights

You have the following rights:

Right Summary

Access Enables you to receive a copy of the personal data we hold of you.
Please note that due to the nature of our service, FastID only holds
your email address. All other information we collect from you is
stored in the secure area of your phone only and is not accessible by
FastID. In order to gain access to the personal data relating to you
which is stored on the App, please go to your “Profile”.

You can access personal data in your account in the App.

Rectification Enables you to correct certain inaccurate or incomplete personal data
held about you in the App. You can rectify personal data in your
account in the App by going to your profile and pressing the “Edit
profile” button.

Erasure Enables you to delete your personal data in certain circumstances.
You can delete your personal data in your account in the App yourself
by going to the “More” screen, press the “Manage my data” button
and delete either your personal data or account from here.

Restriction of | Enables you to halt the processing of your personal data in certain
processing circumstances.

Object to Enables you to object to processing your personal data on the basis of
processing our legitimate interests (or those of a third party). Your objection will
be upheld, unless the processing is based on compelling legitimate
grounds or is needed for the exercise or defence of legal claims that
may be brought by or against us.

Limitation of these rights. Please note that the above rights may be limited, for example
if fulfilling your request would reveal personal data about another person, or if you ask us to
delete information which we are required by law or have compelling legitimate interests to
keep. If you wish to exercise any of these rights, please contact us at the contact details set
out in Section 9 of this statement.

Withdrawing consent. Wherever we rely on your (explicit) consent, you have the right to
withdraw that consent at any time, without affecting the lawfulness of processing based on
consent before its withdrawal. We may however have other legal grounds for processing your
data for other purposes, such as those set out above.

Making requests. To make access, deletion or other requests to invoke your rights, the
fastest way to do this is by doing it yourself in your account in the App within the “More”
screen. If you have any questions on invoking your rights, you can of course contact us by



using the contact details set out in Section 9 of this Policy. Please go into the app and go to
manage data. There you can delete your account, and all personal data attached to it.

Right to lodge a complaint. If you have unresolved concerns, you have the right to
complain to the data protection authority in the country that you reside in or the country of
your place of work or the country where the alleged infringement took place. Please find an
overview of the data protection authorities within the EU here.

Possible consequences when invoking your rights. Where we collect personal data to
comply with our legal obligations, this is mandatory, and we will not be able to manage the
relationship with you without this information. In all other cases, provision of the requested
personal data is optional, but this may affect your ability to receive requested services, where
the information is needed for those purposes.

7. How long we retain your personal data

Where we process your Account Information, we do this for as long as you are an active user
of our App. Where we need your ID Scan, your personal data will only be processed during
the reading of the chip on your device. Your Digital Identity (which is created after
verification and identification) will be kept until you remove it from the App yourself (FastID
does not have access to this information which is only stored locally on your device). Your
(encrypted) face scan will be kept until you have removed it yourself (FastID does not have
access to this information which is stored locally on your device). Your (encrypted) face scan
in FastID’s central database will be deleted once you have made use of the third-party service
for which you use FastID as identification service.

By deleting your account in the App, all personal data will be deleted directly and
permanently.

8. Updates to this privacy statement

We reserve the right to update this privacy statement at any time and, in addition to posting
the new privacy statement to our website, we will inform you when we make any substantial
updates to our privacy statement. We may also notify you in other ways from time to time
about the processing of your personal data.

9. Contactus

The data controller for your personal data is FastID B.V. If you have any questions about this
privacy statement or wish to contact us for any reason in relation to our personal data

processing, please contact us at privacy@fastid.nl.

FastID B.V.
Prinsessegracht 6
2514 AN Den Haag
Nederland

E: info@fastid.nl
Kamer van Koophandel: 72599820
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